INDIAN INSTITUTE OF TECHNOLOGY BHUBANESWAR

School of Electrical Sciences
(Department of Computer Science and Engineering)

RESEARCH AREAS

» Computer Vision

» Cryptography

» Cyber-Physical Systems
» Data Mining

» Distributed Algorithms
» Formal Methods

» Game Theory

» Machine Learning

» Network Security

» Software Engineering

> Wireless Sensor Networks

Number of Publications

70

Journals

142

Conference Proceedings

PhD Student Guidance (completed/ongoing)

13

DST and Consultancy Projects

10

Workshops/Seminars/Conferences Organized

4

Awards (best paper/poster/other)

6

Patents Granted/Filed

9

Collaboration with Industries and Government Agencies

DRDO, Bharat Electronics, Cisco, Emc2, Duke Energy,
Infosys, KIST (South Korea ) and IKST (Bangalore)
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SOME PRESENT RESEARCH TOPICS

High Density Crowd Flow Analysis (e.g. Ratha Yatra
Surveillance)

HCI Systems for Disabled

Road and Traffic Surveillance (Smart City Traffic
Control)

=< 7| Design of efficient Controller for Software Defined
- ——>* " Networks
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Homomorphic Cryptosystem for Data Security
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‘“"t Configuration Compliance checking, Security Policy
T J verification and Threat Diagnosis for ECN
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L‘«ﬁw‘,‘ﬂ Modeling of Indian Monsoon Rainfall
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gy = Security of Pacemakers using Runtime Verification
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Shadow Sensor

Leap Motion

EMOTIV EEG Sensor

The department has full-fledged laboratories to train the undergraduate and research students from
the very basics to modern trends in the field Computer Science Engineering. Students utilize the
modern lab equipment to carry out design and testing of various projects.

AR/VR Guided Learning

SURFACE F JAIN Tt . PLUI0 §
&laflo]:
4 . MATE | ?V‘th“g ‘wm g’m-"’i‘ Capturcd Mok al
=2 | g M || 5 || ™ m Camera Image Dataset
@ | R | 7 :
N || || i | s ] i - y Live Stream Y
; A e LR 1
ol S | T . @ Preprocessing Preprocessing
; — Y Training
M0CKET JcE i Marker Feature Vectors I\gar r
Marketr
‘ 5 Detection Detection
¢ | :}l“'lt"“' Feature Vectors
Sl racking
E i - - l( I(ﬁf;llllf\;(::t i( 1181 SVLi e E— SVhd -+
4L LANGHRD TILES s Model Classifier
* ‘ L W ‘ f‘
™ ) + © .\lill'k('l.
2 Ay
g 8 ¢ Y 3 Pose
LWLl i
“w e b Render
N T g Virtual Object
E N

Machine Learning Architecture
Markers and Launchpad

through Interaction

I1'T Bhubaneswar PhD Scholar Ajaya Kumar Dash and his team has own the #UnitedByHCL hackathon with $5000, at Manchester, UK, September, 2017

Configuration Compliance checking,
Security Policy verification and Threat
Diagnosis for ECN

* Challenges in ECN:

* complex and heterogeneous organizational computing and communication
requirements

* large number of computing and cyber devices with heterogeneous applications
and system software

* dynamic change in configurations and network topologies

* inter-dependencies between device level configurations, and distributed access
control implementations

* potential hidden access channels - expose the organizational resources to the
attackers

* Applicability in Defence:

- Proactive verification of computing and cyber devices used in defence network

* NetAssure Tool:

- XML based Formal Policy Specification Language

- Yices SMT Logic and Ontology based Verification Engine

Sponsored Project funded by Scientific Analytics Group, DRDO, New Delhi

Security Enforcement Framework for
Software Defined Networks

* Challenges in SDN * Proposed SDN security enforcement framework

APPLICATION PLANE

* |ogical centralization of controllers’ functions — potential security violations o Poece? N

» heterogeneous and complex network policies 5335-'-]?“3511[] | : N o G*"}"{"E'l'igﬂ‘?‘f“

* distributed configuration and management of network policies e \ill /A;.::,

* inconsistency between the application layer and data layer />£)|r Y 4 | \
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* Research/Experimental Platform:

* Mininet platform with openflow controller and functionalities

* SSL based Certificate verification of the policy enforcing servers

* SAT based Satisfiability checking of inconsistencies of flow entries

* Yices SMT logic based verification of the security enforcement functions

* CVSS based risk assessment and mitigation
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Spatio-temporal Anomaly Event
Detection

To find “extended” anomaly event in spatio-temporal data, such as sensor observations at multiple locations
and time-points.

Anomaly event: A contiguous spatio-temporal region, where observations deviate significantly from usual
eg. a drought covering a large area for several months.

Methodology: Markov Random Field with latent state variables (anomaly/normal) and edge potential
function to enforce spatio-temporal coherence.

Application: Detection of temperature anomalies (heat wave) and rainfall anomalies (drought) over India.

Negative Rainfall
Anomaly in 2000

Positive Rainfall
Anomaly in 2001

Runtime Enforcement of Cyber-Physical
Systems

Inputs \I Transformed Inputs
__________ AS X AS’ e
| . vs | & N .
Heart l—l \ Pacemaker '
1 1
v (Plant) | AP’ : s AP  (Controller) |
| : VP’ Eo | VP ‘
SesoInI Enforcer ]
Transformed Outputs Outputs

* Cyber Physical Issues:

o Wide spread recalls of pacemakers and ICDs i

bool AP, VP
. . . inf
o Model checking of such complex models is not always feasible  sxeminanee
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o Resort to model-based testing

* Runtime Enforcement as a solution:

o Bi-directional enforcement of Reactive CPS

AS || AP /v =0

o Using Discrete Timed Automata

o Algorithm implemented in SCCharts

Security of Pacemakers using Runtime
Verification

Cardiac pacemaker security issues
* Life threatening security risks in pacemakers

* Hackers being able to pace the devices rapidly or could drain the battery

» Several pacemakers were recalled recently as they were vulnerable to hacking Wearsble device

Formally based runtime verification approach as a solution \Lae)
* Crucial safety policies defined formally as timed automata

* Synthesis of verification monitors from properties
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* Monitor running on a wearable device to detect if a pacemaker has been compromised i "
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* Joint work with PRETzel group, University of Auckland
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Modeling of Indian Monsoon Rainfall

How do monsoon rains set in over India, and proceed to cover the landmass?

How do the intra-seasonal fluctuations look like? Which regions receive rainfall and which regions remain
dry on any given day?

We turn to Markov Random Field to identify common patterns of daily rainfall distribution over the Indian
landmass.
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